
PARTNERSHIPS FAQ
The Cyber Threat Alliance (CTA) is an information sharing organization. We believe that threat 

intelligence sharing among technically capable for-profit security providers, non-profit companies, 
information sharing organizations, and government agencies will improve the security of our digital 

ecosystem. However, for legal and governance reasons, many of these organizations cannot be 
formal CTA members. Therefore, CTA seeks to build partnerships with the entities that cannot be CTA 

members, but that can contribute to and benefit from information sharing.  

Q. WHAT ARE THE GOALS OF CTA’S PARTNERSHIP PROGRAMS?
Many types of organizations can contribute to CTA’s mission of disrupting malicious cyber activity 
strategically and raising the level of cybersecurity across the digital ecosystem. CTA’s partnership 
programs enable those entities not eligible for membership to contribute to and benefit from 
information sharing, as well as other aspects of CTA’s work. CTA aims to create mutual benefit for its 
partners through flexible collaboration arrangements.

Q. WHAT FORM DO CTA’S PARTNERSHIPS WITH NON-MEMBERS TAKE?
CTA’s partnerships fall into two general categories: the formal ‘Contributing Allies’ program and other, 
ad-hoc partnerships.
Contributing Allies have a broad, formalized, and ongoing relationship with CTA, although all 
such arrangements are tailored to ensure maximum benefits for both parties. CTA works with its 
Contributing Allies on a variety of activities, including information sharing, exercises, partnering 
together on events, and other opportunities that support one another’s missions.  
Our other partnerships are usually narrower in scope, typically focusing on specific areas of mutual 
interest (e.g., cybersecurity research, advocacy, etc.). We also maintain good relations with a number 
of individuals (‘CTA Champions’) who, as leaders in industry, academia, or government, can serve as 
effective advocates for CTA’s mission.

Q. WHAT DIFFERENTIATES CTA MEMBERS & CONTRIBUTING ALLIES?
In general, in order to be eligible for full CTA membership, organizations must be entities that:
• Are legally eligible to conduct business in the United States
• Have threat intelligence to submit to CTA
• Maintain the technical capability to share and receive threat intelligence to / from CTA
• Are not subject to undue government influence



As a result of these requirements, non-private sector entities, including governments and most non-
profit organizations, do not qualify to be standard CTA members. Unlike CTA members, Contributing 
Allies do not have any responsibility for CTA governance, setting CTA’s operational agenda, or 
establishing CTA’s policy positions.

Q. WHAT ARE THE QUALIFICATIONS TO BE A CONTRIBUTING ALLY?
In order for CTA to justify collaboration or the sharing of information with prospective Contributing 
Allies, such arrangements must support CTA’s overall mission, uphold the integrity and reputation of 
the Alliance, and be vetted by CTA’s Membership Committee.
In particular, when CTA engages in such a formal, on-going relationship, the potential partner must: 
• Respect the rule of law, including international law as applied to cyberspace through the NATO

Cooperative Cyber Defence Centre of Excellence’s Tallinn Manual 2.0
• Uphold widely agreed-upon norms of behavior in cyberspace, such as those laid out in the United

Nations Group of Government Experts 2015 Report
• Not be listed on the United Nations Security Council Consolidated List or the United States

Treasury Department’s Office of Foreign Assets Control Sanctions List
• Not create undue security risks for CTA or its members
• For governments, agree to conduct the relationship with CTA through a network defense

organization, such as an authoritative national CERT or CSIRT

Q. HOW DO I INQUIRE ABOUT BECOMING A CTA PARTNER?
You can reach out to CTA at admin@cyberthreatalliance.org. Alternatively, you can find us at 
various industry events that we attend annually (see cyberthreatalliance.org/news-events 
for the most up-to-date calendar of events).
We are always looking to build our partnership network and add value for our members.   
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