
 

 

 

 

 

 

 
 

Cybercrime has always had a collaboration problem. Unfortunately, it was never the criminals 
who struggled with it. 

Cybercriminal groups cooperate constantly. They specialize, outsource, recruit, advertise, share 
infrastructure, exchange stolen data, reuse tooling, and build affiliate ecosystems that look 
disturbingly close to legitimate business models. Initial access brokers sell footholds. Malware 
developers lease capabilities. Fraud crews monetize stolen identities. Ransomware affiliates 
negotiate with victims. Money laundering networks move funds across borders. Hosting 
providers, mule networks, social platforms, encrypted messaging channels, and underground 
forums all become part of the operating fabric. 

Defenders, however, have historically been more fragmented. One company may see the 
malware. Another may see the phishing infrastructure. A bank may see fraudulent transactions. 
A registrar may see suspicious domain registrations. A law enforcement agency may receive 
victim complaints. A platform provider may see account abuse. A researcher may identify actor 
aliases or infrastructure overlap. Each group sees part of the adversary’s operation, but rarely the 
entire criminal business model. 

That is why collaboration is no longer a nice idea in cybersecurity. It is an operational 
requirement. 

This is also why the work of the Cyber Threat Alliance matters so much. CTA helped prove that 
fierce competitors in the cybersecurity industry could still cooperate for the common good. Long 
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before “collective defense” became a boardroom phrase, CTA created a model where security 
companies shared high value threat intelligence because the adversary was shared, the victim 
pool was shared, and the consequences of inaction were shared. 

That model helped shift the industry from isolated defense to trusted collaboration. It normalized 
the idea that competitors could exchange timely, actionable intelligence without weakening their 
own businesses. In fact, the opposite happened. The entire ecosystem became stronger. 

That same philosophy now sits at the heart of the World Economic Forum’s Cybercrime ATLAS 
initiative. Cybercrime ATLAS takes the collaboration model further by focusing not only on 
defending customers, but also on mapping criminal ecosystems and helping public and private 
partners disrupt them. 

In simple terms, Cybercrime ATLAS is where defenders stop staring at individual incidents and 
start mapping the criminal machinery behind them. 

Cybercrime is not an incident. It is an ecosystem. 
The most important thing to understand about Cybercrime ATLAS is that it treats cybercrime as 
an ecosystem, not as a series of isolated events. 

A ransomware attack is rarely just a ransomware attack. It may involve stolen credentials, an 
initial access broker, remote access tooling, malware developers, affiliate operators, data leak 
sites, cryptocurrency wallets, bulletproof hosting, negotiation teams, and money laundering 
networks. 

A business email compromise campaign is not just a fake invoice. It may include compromised 
mailboxes, phishing infrastructure, mule accounts, synthetic identities, telecom abuse, social 
engineering scripts, and financial routing. 

An investment scam is not just a criminal with a fake website. It may involve domain abuse, 
social media manipulation, payment fraud, AI generated content, fraudulent mobile applications, 
fake identities, and a distributed support structure that keeps the scheme alive. 

Cybercrime ATLAS is designed to map these relationships. The goal is to identify the 
infrastructure, personas, patterns, dependencies, and operational weak points that allow criminal 
groups to scale. That is a critical shift. Blocking a domain may stop one campaign. Mapping the 
network behind that domain can help disrupt an entire criminal operation. 

This is where Cybercrime ATLAS becomes especially powerful. It brings together researchers, 
private sector experts, financial crime specialists, technology providers, law enforcement 
partners, and trusted organizations to build intelligence packages that can support real world 
disruption. 

The program is led on the research side by Jethro Cornelissen, who has helped guide a growing 
community of nearly 70 volunteer researchers. These researchers (many who also work with the 



Cyber Threat Alliance) contribute their time and expertise to map cybercriminal ecosystems, 
validate findings, and support intelligence development. The number continues to grow, which 
says something important about the mission. People are willing to volunteer nights, weekends, 
and personal time because the work has impact. 

And impact is the point. 

CTA helped build the trust model the industry needed 
Cyber Threat Alliance deserves special recognition because CTA helped create the industry 
conditions that make this type of collaboration possible. 

Cybersecurity vendors compete hard. They should. Competition drives innovation, better 
products, stronger research, and better outcomes for customers. But there are moments where 
competition must take a back seat to the common defense. CTA showed that this was not only 
possible, but practical. 

CTA pioneered a trusted sharing model among competitors. Its members exchange threat 
intelligence at scale, with structure, context, and operational relevance. This was never about 
dumping random indicators into a shared bucket and calling it collaboration. The real value came 
from creating repeatable processes, trust frameworks, quality expectations, and a shared 
understanding that defending the ecosystem benefits everyone. 

That matters because trust is infrastructure. 

You cannot build trust during a crisis and expect it to work instantly. You have to build it before 
the crisis. You need shared expectations, clear handling rules, governance, technical standards, 
and confidence that partners will use the intelligence responsibly. CTA helped develop that 
muscle memory across the private sector. 

Cybercrime ATLAS builds on that same principle. It relies on trusted collaboration across 
sectors that do not always naturally work together. Security vendors, banks, law enforcement, 
platforms, researchers, and international organizations all have different missions, legal 
boundaries, and operational constraints. Yet cybercriminals exploit the seams between them. The 
only way to counter that is to create trusted collaboration channels before the adversary forces 
the issue. 

CTA helped show that this can work. 

The industry should not underestimate how important that cultural shift was. There was a time 
when vendors were more likely to hold intelligence tightly as competitive advantage. CTA 
helped move the conversation toward a more mature view: intelligence can still differentiate 
products while also protecting the broader ecosystem when shared responsibly. 

That is the kind of thinking Cybercrime ATLAS depends on. 



From sharing indicators to disrupting criminal 
infrastructure 
One of the major lessons from CTA’s work is that threat intelligence becomes more valuable 
when it is shared quickly, structured properly, and enriched with context. 

Indicators matter. A malicious domain, IP address, hash, URL, or command and control server 
can help defenders protect customers immediately. But indicators alone are not enough to 
dismantle criminal operations. Cybercriminal infrastructure is disposable. Domains are cheap. 
Hosting can rotate. Malware can be repacked. Wallets can change. Messaging accounts can 
disappear and reappear under new names. 

Operation Serengeti 2.0 and the value of coordinated action 
Operation Serengeti 2.0 is a strong example of what coordinated cybercrime disruption can look 
like. 

The operation brought together law enforcement agencies across multiple African countries with 
support from international and private sector partners. It targeted high harm cybercrime activity 
including ransomware, online scams, and business email compromise. Public reporting around 
the operation described more than 1,200 arrests, nearly 88,000 victims identified, approximately 
$97 million recovered, and more than 11,000 malicious infrastructures dismantled. 

Those numbers are significant, but the deeper lesson is the operating model. 

No single company could have done that alone. No single researcher could have done that alone. 
No single country could have done that alone. The scale of cybercrime requires combined 
visibility, combined authority, and combined action. 

Cybercrime ATLAS helps connect those views into a more complete operational picture. 

The objective is not to make cybercrime impossible. That is not realistic. The objective is to 
make it more expensive, less reliable, and more dangerous for the criminals who depend on 
scale. 

Operation Red Card 2.0 and the fraud economy 
Operation Red Card 2.0 is another important example because it focused heavily on online 
scams, mobile money fraud, fraudulent loan applications, and high yield investment schemes. 

This matters because too many organizations still separate “cyber” and “fraud” as if they are 
unrelated disciplines. Criminals do not respect those org charts. Fraud is often the monetization 
layer of cybercrime. A phishing kit may start the chain. Credential theft may enable access. A 
fake investment portal may capture the victim. A mule network may move the money. A 



messaging platform may support the social engineering. A domain registrar, hosting provider, 
and payment service may all unknowingly become part of the criminal workflow. 

Operation Red Card 2.0 reportedly resulted in hundreds of arrests, millions of dollars recovered, 
more than a thousand victims identified, thousands of devices seized, and significant malicious 
infrastructure taken down. 

Again, the important point is not only the numbers. The important point is that cyber enabled 
fraud requires ecosystem level response. 

This is an area where CTA’s legacy is extremely relevant. CTA helped teach the industry that 
isolated visibility is insufficient. Cybercrime ATLAS applies that same lesson to a broader set of 
partners, including law enforcement and fraud focused organizations. The attack surface is 
bigger than malware. The defensive coalition has to be bigger too. 

Why this matters now 
The cybercrime economy is becoming more professional, more automated, and more resilient. 

AI is lowering the cost of social engineering. Fraud campaigns are becoming more convincing. 
Phishing infrastructure can be deployed quickly. Criminal marketplaces continue to specialize. 
Stolen credentials remain one of the most valuable commodities in the underground economy. 
Ransomware crews continue to adapt. Scam networks operate across borders with industrial 
scale. The adversary is not waiting for defenders to finish building consensus. 

That is why trusted collaboration cannot be optional. 

CTA proved that competitors can share intelligence responsibly and effectively. That model 
helped reshape how the industry thinks about collective defense. Cybercrime ATLAS is applying 
a similar philosophy to the broader cybercrime ecosystem, where the goal is not only protection 
but disruption. 

For the Cyber Threat Alliance community, this should feel like familiar territory. CTA has 
always understood that the industry is stronger when trusted partners share what they know. 
Cybercrime ATLAS shows what can happen when that same mindset expands across law 
enforcement, international organizations, researchers, financial institutions, and technology 
providers. 

The future of cybercrime disruption will not be won by one vendor, one agency, one researcher, 
or one platform. It will be won by networks of trusted partners moving faster than the criminal 
networks they are targeting. 

Cybercriminals built an ecosystem. 

CTA helped prove defenders could build one too. 



Cybercrime ATLAS is helping turn that ecosystem into operational impact. 

And if we do this right, the next generation of cybercriminals may discover something very 
inconvenient: defenders are finally learning how to collaborate at scale. 
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